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Executive
Summary

The financial services industry faces an escalating challenge in watchlist screening and
monitoring, driven by increasingly sophisticated financial crime typologies and stringent
regulatory mandates. Traditional screening methods often struggle, generating excessive
false positives that overwhelm compliance teams and potentially allowing true risks to slip
through. This report details an innovative technological framework designed to address these
challenges: a self-learning, automated system that optimizes Large Language Model (LLM)
orompt chains for watchlist screening case analysis. Leveraging Reinforcement Learning (RL),
the system iteratively refines analytical prompts based on performance metrics (precision
and recall) derived from expert-labeled case data. It dynamically adapts its optimization
strategy based on the specific screening context (e.g., OFAC vs. PEP/Adverse Media),
ensuring maximum effectiveness. The final, optimized prompt guides an LLM to provide
analysts with a reasoned True Positive/False Positive recommendation, significantly enhancing
accuracy, improving operational efficiency, strengthening compliance posture, and
empowering analysts to focus on high-value investigations. This adaptive Al represents a
strateqgic leap forward in financial crime risk management.
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The Imperative
for Advanced
Watchlist Screening

Effective watchlist screening is a cornerstone of modern financial crime
compliance programs, mandated across numerous industries including financial
services, international trade, insurance, healthcare, gaming, and cryptocurrency.
The core objective is to prevent illicit activities like money laundering and
terrorist financing by systematically checking individuals and entities against
various official lists. This process is fundamental to Know Your Customer (KYC)

and Anti-Money Laundering (AML) protocols.
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The Complex Compliance

Landscape: OFAC, PEP,
and Adverse Media

Compliance programs must navigate a complex web of screening requirements against diverse lists:

Sanctions Lists (e.g., OFAC SDN): Mandated by government bodies like the U.S. Office of Foreign
Assets Control (OFAC), these lists include Specially Designated Nationals (SDNs) and other blocked
persons or entities associated with terrorism, narcotics trafficking, weapons proliferation, or
sanctioned regimes. Screening against these lists (often termed OFAC screening or sanctions
screening) is critical to avoid severe penalties, including substantial fines and reputational damage.
The priority for OFAC screening is comprehensiveness, minimizing the risk of missing a true positive
(high recall), even if it generates more false positives.

Politically Exposed Persons (PEP) Lists: These lists contain individuals holding prominent public
positions, along with their relatives and close associates.2 While not automatically indicative of
wrongdoing, PEPs are considered higher risk due to potential involvement in bribery or corruption,
necessitating enhanced due diligence. PEP screening often prioritizes precision to manage the
volume of potential matches efficiently.

Adverse Media Screening: This involves monitoring news articles and other media sources for
negative information about customers that might indicate involvement in illicit activities like fraud or
corruption, complementing list-based screening. This type of screening also benefits from higher
precision to avoid overwhelming analysts with irrelevant news hits.
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The Critical Challenge:
True Positives vs.
False Positives

A central challenge in watchlist screening is managing the trade-off between identifying genuine risks
(True Positives - TPs) and incorrectly flagging legitimate individuals or entities (False Positives - FPs).

Correctly identifying an individual or entity that matches a record on a watchlist, indicating a genuine
potential risk requiring investigation or action. Missing a TP can lead to severe compliance failures,
regulatory fines, and reputational harm.

Input Record:
« Name: "“Mehdi Ben Youssef”
« DOB: 1973-02-10

« Nationality: Tunisian

Watchlist Entry:
« Name: “Ben Youcef Mahdi”
« DOB: 19/3-02-01
« Nationality: Tunisia
« Source: OFAC SDGT List

Complexity Drivers:
- Arabic name ordering differences (first/last/middle inversion)
« Transliteration variance: “Mehdi” vs. "Mahdi”; “Ben Youssef” vs. “Ben Youcef”
« DOB mismatch by 9 days (entry error defaulted to 01 for the DD when DD is unknown or alias
record)
Resolution:
« Confirmed match via passport number, historic addresses couldn’t be confirmed as identical
match but they're in close proximity with the same middle name and relative names.
Outcome: True Positive

« The LLM, guided by a prompt emphasizing cross-lingual alias handling and partial DOB tolerance,
correctly flags as a TP.
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Incorrectly flagging an individual or entity as a match when they are not the person on the watchlist.
Common causes include similar names (especially across cultures), common words in entity names,
and outdated or incomplete data.

Input:

« Name: “Nick Thomas Echeverri”
« DOB: 1985-04-03
« Country: United States

Watchlist:

« Name: “Nicolas Echeverri Ruiz”
« DOB: 1985-04-03

« Context: Son of Colombian senator, under corruption investigation

Complexity Drivers:

« Same full DOB

« Close name structure
Resolution:

« Input subject is a U.S. resident with no family ties

No gap in address history could suggest that the input identity is the same as the subject entity

National identifiers are different

Resolved middle names for the individuals are different

LLM prompt structured to evaluate media linkage and family relationships

Outcome: False Positive
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Excessive FPs drain significant resources, as compliance teams must manually investigate each alert,
often finding that over 90-95% are non-matches. This "alert fatigue” not only inflates compliance
costs but also increases the risk of genuine TPs being overlooked amidst the noise. Optimizing
screening systems involves finding the right balance: maximizing the TP detection rate (Recall) while
minimizing the FP rate (improving Precision). This balance, however, often depends on the specific
context; OFAC screening prioritizes recall, because the regulatory risk of missing a true match such as
a sanctioned individual or entity is severe, with strict liability and significant financial penalties even for
unintentional failures. As a result, systems are designed to catch every plausible match, even at the
cost of high false positive volumes. PEP and adverse media screening, by contrast, lean toward
precision to manage operational workload and reduce alert fatigue. These categories do not involve
automatic prohibitions; they signal risk that requires further review. Excessive false positives in these
areas overwhelm compliance teams without materially improving outcomes. Tailoring the precision/
recall tradeoff to the risk and regulatory exposure of each context is essential for effective and
efficient screening.
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The Role of BSA Officers
and Labeled Data

Bank Secrecy Act (BSA) Compliance Officers play a crucial role in overseeing an institution's AML
program, including watchlist screening processes. Their responsibilities include designing,
implementing, and monitoring AML systems, ensuring reqgulatory reporting (like Suspicious Activity
Reports - SARs), conducting risk assessments, and managing audits.

A key function relevant to this framework is the review and disposition of watchlist screening alerts.
BSA officers and their teams analyze potential matches flagged by screening systems, investigate the
details, and ultimately determine and label whether an alert represents a True Positive or a False
Positive. This determination is based on a comprehensive analysis confirming if the screened identity
truly matches the watchlist identity, considering factors beyond simple name similarity [User Query].
This expert human judgment provides the essential labeled data — cases tagged as TP or FP — required
to train and evaluate the performance of automated systems, forming the foundation for the self-
learning model described herein [User Query].

Limitations of Current
Approaches

Legacy screening systems and manual processes often struggle to keep pace with evolving regulations
and sophisticated evasion techniques. Many rely on basic name-matching or simplistic fuzzy logic,
leading to high FP rates. While automated tools offer improvements over purely manual checks, they
can still produce excessive FPs or miss TPs if not properly configured or if the underlying algorithms
lack sophistication. Static rule-based systems lack adaptability, and manual tuning is often reactive and
resource-intensive, causing an increase in FPs as more and more rules are laid on top of one another.
The need for a more intelligent, adaptive, and context-aware solution is clear.
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Leveraging LLMs
through Prompt
Engineering

LLMs represent a significant advancement in artificial intelligence, capable of
understanding and generating human-like text based on the input they receive.
These models, trained on vast datasets, can perform a wide range of analytical
and reasoning tasks. Their potential in complex domains like financial crime
compliance is substantial, but unlocking this potential requires effective
communication with the model.
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Prompt Engineering:
Guiding the LLM

Prompt engineering is the practice of carefully designing the input (the "prompt") given to an LLM to
elicit the desired output. It involves structuring the prompt to provide clear instructions, context,
examples, and constraints, effectively guiding the LLM's reasoning process. Key principles include:

« Clarity and Specificity: Using precise language and unambiguous instructions.
« Context Provision: Including relevant background information, data, or examples.

« Defining Format and Structure: Specifying the desired output format (e.g., bullet points, JSON).

» Task Decomposition: Breaking down complex tasks into smaller, manageable steps.

Prompt engineering begins as a highly interactive, experimental process. Initially, prompts are tested
manually - analysts and prompt designers iterate on wording, order, structure, and examples to
observe how the LLM responds. Like tuning a model with different signal weights, this process often
involves dozens (or hundreds) of iterations before the LLM produces consistently useful outputs.

While early testing is manual, structured tools can support evaluation at scale. These include:

- Prompt testing frameworks (e.g., PromptLayer, LangChain Evaluators, Trulens) to track performance
across versions.

« Datasets of labeled inputs and expected outputs to benchmark prompts for accuracy, consistency,
and edge cases.

« Automated prompt generators or rewriters that suggest or evolve new prompts based on reward
sighals - particularly useful in self-learning systems like the one described in this report.

Once a prompt or prompt chain reaches acceptable performance, it often stabilizes into a canonical
instruction string. But that doesn’t mean it's “set and forget.” Like models, prompts can degrade over
time if:

- the data distribution shifts (e.g., new naming patterns, new fraud tactics),

« the LLM itself is updated or swapped,

« or compliance standards change.

As a result, prompts benefit from ongoing monitoring, especially in production settings. In the self-
learning framework outlined in this report, this monitoring and refinement process is automated via
Reinforcement Learning. The system continuously updates its prompt chain based on feedback from
analyst-labeled decisions and performance metrics like precision and recall - eliminating the need for
manual tuning while preserving adaptability over time.
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Prompt Chaining for
Complex Analytical Tasks

For intricate tasks like end-to-end watchlist case analysis, a single prompt is often insufficient. Prompt
chaining addresses this by breaking down the complex task into a sequence of interconnected
prompts, where the output of one prompt serves as the input for the next. This technique offers several

advantages:

« Manages Complexity: Divides a large problem into smaller, focused subtasks, allowing the LLM to
handle each step with greater accuracy.

e Enhances Context Retention: Maintains coherence and carries relevant information across
multiple steps.

« Improves Transparency/Explainability: The step-by-step process makes the LLM's reasoning easier
to follow and debug.

* Increases Control and Flexibility: Allows for fine-tuning specific parts of the process by adjusting
individual prompts within the chain.

Different types of prompt chains exist:

* Linear Chains: Follow a strict sequential order, suitable for step-by-step processes like document
summarization or basic analysis flows.

* Branching Chains: Incorporate conditional logic, allowing the path to change based on intermediate
outputs, useful for decision-based tasks.

* Recursive Chains: Repeat a set of prompts until a condition is met, ideal for iterative refinement
or analysis.

Techniques like Chain-of-Thought (CoT) prompting explicitly guide the LLM to articulate its reasoning
steps, further enhancing performance on complex problems. Tree-of-Thought (ToT) allows exploration
of multiple reasoning paths simultaneously. For watchlist analysis, prompt chaining enables the system
to mimic the multi-stage process an analyst follows, from initial data review to nuanced contextual

analysis and final disposition reasoning.
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Introducing the Self-
| earning Prompt
Optimization
Framework

The core innovation presented here is a framework that automates the
optimization of prompt chains for watchlist screening case analysis using a self-
learning approach. This system dynamically adapts and improves its analytical

capabilities without manual intervention, driven by performance feedback on
real-world case data.
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Core Architecture
Overview

The system integrates several key components:

@ Foundation LLM (e.g., Llama): Provides the initial prompt structure and underlying language
understanding capabilities [User Query].

@ Expert-Labeled Dataset. Consists of historical watchlist screening cases meticulously
labeled by BSA officers and their teams as either True Positives (TP) or False Positives (FP),
based on thorough identity verification. This dataset serves as the ground truth for training
and evaluation.

Prompt Rewriter/Generator: An LLM-based component tasked with generating and
modifying prompts.

Task Execution LLM: The LLM (potentially the same as the foundation or rewriter LLM, or a
different one optimized for analysis) that executes the case analysis using the prompt
generated by the rewriter.

Performance Evaluator: Calculates precision and recall metrics by comparing the Task
Execution LLM's output (TP/FP prediction) against the expert labels in the dataset.

Reinforcement Learning (RL) Agent: The core self-learning component that uses the
performance metrics (as reward signals) to train the Prompt Rewriter, guiding it to generate
prompts that maximize desired outcomes (e.qg., optimal precision/recall).
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The Role of
Reinforcement
Learning (RL)

Reinforcement Learning (RL) is a machine learning paradigm where an agent learns to make optimal
decisions through trial and error by interacting with an environment. Key concepts include:

« Agent: The learner (in this case, the system optimizing the prompts, potentially controlling the
Prompt Rewriter).

« Environment: The context in which the agent operates (the watchlist screening task, including the
data, the Task LLM, and the evaluation process).

 State: The current situation (e.g., the current prompt being evaluated, recent performance metrics).

« Action: The decision made by the agent (e.g., modifying the prompt in a specific way — adding a
clause, changing wording, reordering steps).

« Reward: Feedback received after an action (the calculated precision, recall, F1 score, or a
combination thereof based on the Task LLM's performance with the new prompt).

The RL agent's goal is to learn a policy — a strategy for taking actions (modifying prompts) in different
states — that maximizes the cumulative reward (optimal precision/recall metrics) over time. It does this
by exploring different prompt variations and reinforcing those that lead to better performance on the
labeled dataset. This allows the system to automatically discover highly effective, nuanced prompts
that might be difficult for humans to engineer manually.
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Precision and Recall as
Optimization Metrics

Precision and recall are crucial metrics for evaluating classification models, particularly in domains like
watchlist screening where the cost of errors (missing a TP or wrongly flagging an FP) is high.

 Precision: Measures the accuracy of positive predictions (TP / (TP + FP)). High precision means
fewer false positives.
« Recall (Sensitivity): Measures the model's ability to identify all actual positive cases (TP / (TP +

FN)). High recall means fewer false negatives.

There is an inherent trade-off: increasing recall often decreases precision, and vice versa. The Fl score
(harmonic mean of precision and recall) provides a balanced measure.

In this framework, these metrics serve as the reward signal for the RL agent. The system can be
configured to optimize for:
« High Recall: Prioritizing the capture of all true positives, crucial for OFAC compliance.

« High Precision: Prioritizing the accuracy of positive flags, important for managing workload in PEP/
Adverse Media screening.

« Balanced Performance (e.g., F1 Score): Seeking an optimal blend of both metrics.

The RL agent learns to generate prompts that guide the Task LLM to achieve the specific precision/
recall balance desired for the given screening context.
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The lterative

Prompt Refinement
Engine

The system's intelligence lies in its ability to iteratively refine prompts over
potentially dozens of cycles, progressively enhancing the analytical instructions
porovided to the task LLM. This process moves from basic analysis towards
highly sophisticated, context-aware instructions.
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Incorporating Nuance: Name
Variations, ldentifiers, and
Context

As the system learns, the prompts generated by the rewriter incorporate factors critical for accurate
watchlist analysis, mirroring the complex reasoning an expert analyst employs [User Query]:

« Cultural Name Variations & Ordering: Prompts instruct the LLM to consider nicknames (e.g., "Nacho"
for "lgnacio"), transliteration differences, varying naming conventions across cultures, and different
name ordering (e.g., family name first vs. last).

« Personal Identifiers: Instructions guide the analysis of key identifiers like date of birth (DOB),
nationality, addresses, and identification numbers, assessing their presence, consistency, and
probability of appearing on specific lists.

« Data Alterations: Prompts may direct the LLM to check for potential alterations or obfuscations in
identifying information [User Query].

« Contextual Factors: The prompts incorporate broader context, such as the source of the alert, the
nature of the watchlist (sanctions, PEP, etc.), and the associated risk profile.

A slightly optimized prompt might resemble [User Query]:

"In the voice tone and style of an SVP of business operations for a watchlist screening solution, analyze
the provided case data. Consider cultural name variations (including common nicknames and
transliterations relevant to the subject’s likely origin), name ordering conventions, and the presence
and consistency of personal identifiers (DOB, nationality, address). Evaluate the probability of these
identifiers matching the watchlist entry, noting any alterations or discrepancies. Synthesize these
factors to arrive at a final conclusion of True Positive or False Positive.”

This iterative refinement, driven by RL and performance metrics, allows the system to discover and
encode complex analytical strategies within the prompt itself.
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Context-Dependent
Optimization: Adapting to
Screening Goals

A key strength of this framework is its ability to tailor the optimization process based on the specific
requirements of the screening context [User Query]. The RL agent's reward function can be
dynamically adjusted to prioritize different metrics:

OFAC Screening: The reward function heavily weights recall. The RL agent learns to generate
prompts that emphasize comprehensive checking, exploring potential links even if they seem less
certain, and instructing the Task LLM to err on the side of caution to minimize false negatives.l The
resulting prompts will prioritize thoroughness over minimizing FPs.

PEP/Adverse Media Screening: The reward function prioritizes precision or a balanced F1 score. The
RL agent learns to generate prompts that focus on stronger matching criteria, require higher
confidence levels for identifier matches, and potentially filter out weaker or less relevant connections
to reduce the number of false positives. The prompts aim for efficiency and accuracy in identifying
high-probability risks.

This context-dependent optimization ensures that the system generates the most effective
analytical instructions for each specific compliance objective, moving beyond a one-size-fits-all
approach, and more toward client-specific tuning. The table on the following page illustrates how
prompts might evolve differently depending on the optimization target.

© Socure 2025, Inc. All rights reserved. A Socurem socurecom 18


https://socure.com

Iteration Key Metrics Context Example Prompt
Stage Focus Goal Element Evolution Rationale for Change
Initial Baseline P/R Baseline "Analyze data for TP/FP Starting point, establishes
based on labels.” basic task.
Mid-Iteration T Recall OFAC Adds: "...consider common name Initial prompt missed name
(OFAC) (Recall) variations and aliases. Prioritize variations;, OFAC requires high
identifying any potential match.” recall (comprehensiveness)!
Mid-Iteration 1 Precision/F1 PEP Adds: "...verify exact DOB match Initial prompt too broad for PEP;
(PEP) (Precision)  and nationality consistency. Flag need higher precision via
only high-confidence matches.” stricter identifier checks.
Final Max Recall OFAC Adds: "...thoroughly check UBOs, Fully optimized for OFAC's
(Optimized (Recall) secondary sanctions links, address  stringent requirement to .
OFAC) history, phonetic similarities. avoid missing any true sanctions
Report all plausible links." match!
Final Max Precision/F1 PEP Adds: "...focus on recency of political Fully optimized for PEP
(Optimized (Precision) exposure, source of funds efficiency, focusing on
PEP) indicators, adverse media relevance. actionable high-risk indicators,

Score confidence level."

minimizing FP noise.

This table exemplifies the system's core capability: dynamically generating tailored analytical
instructions (prompts) through iterative, metric-driven learning, adapting specifically to the distinct
demands of OFAC versus PEP/Adverse Media screening. This visualization clarifies how the abstract
concepts of prompt evolution, metric optimization, and context adaptation translate into concrete
changes in the instructions given to the analytical LLM, directly impacting the screening outcome.
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From Optimized
Prompt to Actionable
Insight: The Analyst
Recommendation
Engine

Once the iterative RL process converges on an optimal prompt for a specific
context (e.g., OFAC screening, PEP screening), this highly refined instruction
set becomes operational within the compliance workflow. It transitions from
a tool for optimization to a driver of real-time case analysis.
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Integrating the Optimal
Prompt into a Scoring
Mechanism

The final, optimized prompt serves as the blueprint for the Task LLM (e.g., Llama or a similar advanced
model) when analyzing new, incoming watchlist alerts [User Query]. This prompt directs the LLM to
perform a comprehensive, end-to-end analysis, considering all the nuanced factors learned during the
optimization phase — name variations, identifiers, contextual relevance, and the specific precision/recall
priorities for that screening type.

The LLM, guided by this optimized instruction set, processes the alert data and generates a structured
output. This output likely goes beyond a simple TP/FP label, potentially including confidence scores,
key matching factors, identified discrepancies, and even snippets of supporting evidence extracted
from underlying data sources. This rich, structured output from the LLM analysis forms the input to a
final scoring mechanism. The optimized prompt essentially configures the LLM to act as a highly
specialized analytical engine, focusing its capabilities precisely on the requirements of the specific
watchlist screening task and context. This ensures the analysis is not only thorough but also aligned
with the pre-defined performance objectives discovered through the RL optimization. The scoring
mechanism then translates this detailed LLM analysis into a concise, actionable format suitable for
analyst review.
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The ultimate output delivered to the human compliance analyst is a clear recommendation: True
Positive or False Positive [User Query]. Crucially, this recommendation is augmented with supporting
information derived from the LLM's analysis, such as a confidence score indicating the system’s
certainty and potentially a summary of the key reasons or evidence points that led to the conclusion.

This system functions as an intelligent recommendation engine, designed to augment, not replace, the
human analyst. Its primary value lies in dramatically reducing the analyst's burden of sifting through
high volumes of low-risk false positives. By providing a pre-analyzed, reasoned recommendation, the
system allows analysts to:

« Quickly disposition obvious FPs with higher confidence.

« Focus their expertise on validating likely TPs.

Investigate complex or borderline cases where the Al's confidence may be lower or the reasoning
requires deeper scrutiny.This elevates the analyst's role fromm manual data sifting to higher-level
validation, investigation, and decision-making, improving both efficiency and the effectiveness of risk
mitigation. Furthermore, because the underlying prompt optimization process is continuous and
adaptive, learning in real-time from new data and feedback , the quality and reliability of these analyst
recommendations are expected to improve dynamically over time.
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Enhancing Explainability
through Structured,
Optimized Prompts

In the highly regulated financial crime compliance space, Explainable Al (XAl) is not just desirable but
essential. Regulators, auditors, and internal stakeholders require transparency into why decisions are
made, especially when automated systems are involved.

While the Reinforcement Learning optimization process itself might appear complex, the output of this
process — the optimized prompt chain — significantly enhances explainability. The detailed, structured
prompt serves as a clear articulation of the analytical logic applied by the Task LLM for a specific

case or context. By reviewing the prompt used to generate a recommendation, stakeholders

can understand:

- What factors were considered (e.g., name variations, specific identifiers).
- What analytical steps were taken.
- What context-specific priorities (e.g., recall for OFAC, precision for PEP) guided the analysis.

This contrasts sharply with traditional "black-box" models where extracting the reasoning behind a
decision can be difficult or impossible. The prompt chain itself becomes a form of documentation for
the decision-making process. Maintaining comprehensive audit trails that log the specific prompts
used for each analysis, alongside the LLM's output and the final decision, is crucial for demonstrating
compliance and justifying actions to regulators.] While the prompt explains the task execution, ensuring
full transparency may also involve documenting the RL optimization process itself, tracking how and
why specific prompts were selected as optimal based on reward signals over time, an area where XAl
for RL methods continues to develop.
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Conclusion:
Strategic Advantage
through Adaptive Al

The self-learning framework for automated prompt optimization represents a
significant technological advancement in watchlist screening and monitoring.
By employing Reinforcement Learning to dynamically refine LLM prompt
chains based on expert-labeled data and context-specific performance
goals, this system addresses the core challenges of accuracy, efficiency, and
adaptability in financial crime compliance.
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The key benefits are substantial:

Enhanced Accuracy: Dynamically balances precision and recall, optimizing for high recall in critical
areas like OFAC screening and high precision where efficiency is paramount, such as PEP and adverse
media analysis.

« The LLM-driven system achieved 100% recall and 94% precision, compared to 92% recall and
81% precision from manual human review.

« The LLM correctly identified 12 true positives missed by analysts, particularly in cases involving
transliterated names, nickname aliases, and reordered name components (e.q., “Reza Ali" vs. .
“Ali Reza").

« Human reviewers generated 3% more false positives in PEP screening due to over-flagging
common hames with weak identifier matches.

« Overall, LLM-based case analysis reduced average review time by 60%, streamlining analyst
workflows without compromising accuracy.

Improved Operational Efficiency: Dramatically reduces the manual effort required to investigate false
positives, freeing up analyst capacity for complex, high-risk cases.

Strengthened Compliance Posture: Increases the likelihood of detecting true positives while providing
greater transparency and auditability through structured, optimized prompts.

Increased Analyst Capacity: Augments human expertise, allowing compliance teams to focus on
strateqgic risk mitigation and investigation rather than repetitive alert clearing.

This system is more than an operational tool; it is a strategic asset. Its true value lies in its inherent
adaptability. Unlike static, rule-based systems that quickly become outdated, this framework
continuously learns and adjusts to new data patterns, evolving financial crime typologies, and shifting
regulatory nuances. This dynamic capability provides a sustainable competitive advantage in managing
risk and maintaining regulatory adherence.

- Each time a human analyst reviews an LLM-generated TP/FP recommmendation, their final decision
(confirmed match or dismissal) is logged as a label.

« These expert-labeled outcomes become new training signals, allowing the system to compare the
LLM's predicted classification to the ground truth.

« The RL agent uses this feedback as a reward signal to explore and evolve better prompts: rewriting
instructions, adjusting prompt chains, or shifting emphasis toward new disambiguation strategies

(e.g., more weight on recent adverse media, or tighter DOB alignment).

Over time, the system builds a deeper understanding of what types of instructions produce higher
precision or recall, in each specific screening context (e.g., OFAC, PEP, adverse media).
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Update Frequency and Duration

* Training Cycles: Prompt optimization cycles can run as frequently as nightly on new batches of
labeled cases.

« Performance Monitoring: In production, prompts are versioned and evaluated continuously. If drift
is detected (e.g., rising false positives or missed true matches), the system automatically triggers a
fine-tuning round.

* Initial Convergence: In pilot testing, most use cases see meaningful gains in accuracy after 10-20
RL iterations, which can be completed within 24-48 hours, depending on dataset size and
model latency.

How Performance Is Measured
The system evaluates every prompt update using standard classification metrics:

* Precision: How accurate the “match” predictions are
* Recall: How complete the detection is

* F1Score: Balance of both

In addition, every new prompt version is A/B tested (or shadow-tested) against the previous version
on a held-out validation set of expert-labeled cases.

Why This Matters

This is important because the continuous learning loop enables the system to:

« Adapt to new name variants, fraud patterns, or typologies as they appear
« Adjust to regulatory expectations without costly rule rewrites

« Deliver compounding returns: the more it's used, the better it gets
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Unlock the full potential of Al-driven
compliance — streamline investigations,
reduce false positives, and stay ahead
of evolving financial crime.
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