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Protecting Pensions

from Fraud with

Next-Gen Identity

Verification

With identity theft in pension funds
increasing, robust and equitable identity

verification is the way forward.

In 2023, the Department of Justice
sentenced a scammer who was
able to use forged records and
fake identities to steal $200,000
from his colleagues. And he was
not alone. According to the FBI,
elder fraud cases, which can
include pension fraud, increased
by 84% in 2022, with total losses
valued at about $3.1 billion.’

Pensions are particularly
vulnerable to fraud. Worse, the
impacts on quality of life can

be severe because people use
pension funds to make basic
purchases. Yet pension funds
frequently depend on outdated
identity verification technology,
giving fraudsters an easy target.

Why pension fund

fraud matters

The vast size of pension funds,
coupled with their complex and
distributed nature, can make
monitoring for fraud a significant

challenge. The Department of

Justice has prosecuted multiple
high-profile cases of pension
fraud, but the problem is likely
larger than law enforcement

actions can cover.?

Pension funds face a primary
risk in maintaining accurate
beneficiary information, especially
death records. Various types

of fraud, including the illegal
collection of pension benefits
using the identities of deceased
pensioners, are prevalent. Delays
in updating death records create
opportunities for fraudsters.
Pensions are not monitored as
rigorously as active investment
accounts, making them more
prone to fraudulent activities.

Currently, pension funds are
protected via outdated identity
verification technologies that
rely on manual reviews or credit
bureau data. While pension
funds must offer more traditional
methods since their recipients

are often older, this leaves
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them far more vulnerable to
fraud. Many pension systems
remain tied to postal service
verification that require mailing in

various documents.?

Online identity verification can
be useful for improving access
to identity verification and
reducing costs. A solution with
an online verification method
with quick identification, high
levels of accuracy, and excellent
fraud prevention can be a
game-changing offering for
pension funds.

Our identity verification and

fraud prevention tools can help
quickly scrub records for deceased
individuals or fraudsters.

Pension funds can take steps
forward in customer service and
efficiency by performing identity
checks before payments.
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About Socure

Socure is the leading platform for digital identity verification and trust. Its predictive analytics platform applies artificial intelligence and machine learning techniques
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