A )

Liminal.

e link:

by Liminal

Link Index

Account Takeover Prevention — '_.'  | o 4 )
In Banking '

e

July 2024 | This Report is Licensed for Reprint Distribution by Socure e —




Contents Navigation — click the Liminal logo to return to this page.

Introduction

Executive Summary: Market Overview 3

Executive Summary: Vendor Landscape 4

The adoption of passwordless authentication
and the widespread availability of generative
Al are fundamentally reshaping the ATO
threat landscape. S

@A)

Liminal. :ilink

by Liminal

Market Overview 6

The continued prevalence of phishing
attacks, diminished prioritization of account
recovery, and mobile ATO attacks pose
challenges for banks 7

Link Index 15

Banks look for highly accurate ATO
prevention solutions from third party-vendors
that leverage biometric signals and address
scam attack threats 8

Banks consider biometric authentication,
continuous authentication, and social
engineering and scam detection key
capabilities for ATO prevention 16

Customers want solutions that can provide
frictionless experiences, behavioral signals,
passwordless authentication, and

regional customization 9

Future buyers will demand cost-effective
behavioral signals and passwordless
authentication solutions with strong

user experience 17

Al/ML tools, FIDO2 standards, and the
ubiquity of biometric authentication from

Big Tech aid banks in the fight against
account takeover fraud 10

Brand awareness, leadership, market
penetration, company size, and employee
growth are the key market presence

criteria for ATO prevention vendors 18

Vendors struggle to address social
engineering, lack a strategy for handling Big
Tech data restrictions, and struggle to cover
the complete customer lifecycle 1

To identify the leading vendors in ATO
Prevention in Banking, we set benchmarks
for minimum product execution

and strategy 19

Banks most highly prioritize accuracy,

user experience, product integration,

and customization when purchasing ATO
prevention solutions 12

Top vendors can achieve significant
reductions in successful ATO attacks,
average fraud losses, and

customer abandonment 13

Banks can reduce fraud losses by nearly
$500 million while also seeing significant
operational cost and customer

retention savings 14

Of the 56 companies analyzed, 27 met
minimum product execution requirements,
with 24 classified as Leading Vendors 20

Vendor positioning on the Link Index
for ATO Prevention in Banking 21

Leading vendors have three distinct
focuses: authentication, fraud prevention,
and identity 22

Link Index for Account Takeover
Prevention in Banking: Leading Vendors 23

Link Index for Account Takeover
Prevention in Banking: Leading Vendors

and Adjacent Leaders 24
Vendor Overview 25
Socure 26-30

Survey Results 31
Market Demand Survey Results Overview 32
Survey Demographics: Buyer Profile 33
Top KPCs include accuracy, user

experience, product integration,

and customization for ATO

prevention in banking 34
Phishing and social engineering are the

top ATO threat vectors 35
ATO attacks predominantly occur via

mobile app and mobile web rather than

on desktop platforms 36
There is a large and growing total
addressable market (TAM) for ATO

prevention solutions 37

Appendix 38
Product Capabilities Definitions:
High Demand 39
Product Capabilities Definitions:
Medium Demand 40
Product Capabilities Definitions:
Low Demand 41
Passwordless Feature Definitions 42
Exceptional, Excellent, Strong Scoring
Buckets Definitions 43
Link Index Methodology: Product 44
Link Index Methodology: Strategy 45
Link Index Methodology: Market Presence 46
ROI Calculations a7
About Liminal 48
Introduction 2


https://www.Liminal.co

Executive Summary: Market Overview

Key Takeaways Current Challenges
e ATO prevention defends against a wide range of threats. e Large-scale phishing attacks. Phishing is the most common ATO attack, responsible for 26.7%
Account takeover (ATO) is a type of third-party fraud where a malicious actor gains of all ATO incidents among the eight primary attack methods.’

unauthorized access to a user’'s account, enabling them to steal funds, sensitive
data, or initiate fraudulent transactions. Unauthorized access is typically achieved
through phishing or by exploiting user credentials obtained via data breaches or

e Account recovery vulnerability due to login defense prioritization. 94% of banks recognize
account recovery as a threat yet are more likely to prioritize login defense.!

malware. ATO threats come in various forms, including credential stuffing, phishing, e |[nadequate protection of mobile channels. Banks report that most ATO attacks originate from
social engineering, malware, SIM swapping, and man-in-the-middle attacks. mobile apps, yet only 44% utilize mobile device signals for protection.
e ATO can lead to severe financial consequences, especially for banks. Future Demands
The consequences of ATO can be severe, often resulting in significant financial losses . . . . . .
for the user or the institution where the account is maintained. Average losses can e Social engineering and scam detection. 84% of bank ATO solution seekers highly demand
range from about $6,000 to $13,000 USD per ATO incident in the banking industry. social engineering and scam detection, the second most buyer-requested capability.’
The full scope of the ATO costs banks incur remains difficult to quantify, as banks are e Behavioral signals. Banks increasingly demand passive capabilities like behavioral biometrics,
reluctant to publicly divulge the frequency and value of successful ATO attacks. with 81.8% of those not currently using them planning to adopt them within the next two years.!
e Fraudsters are becoming more effective, and vendors are counteracting with e Passwordless authentication. Over 40% of consumers consider traditional password-based
sophisticated solutions. authentication insecure, adding pressure for banks to transition towards passwordless solutions.?
As ATO prevention methods have become more effective at thwarting simplistic attacks ) . .
like credential stuffing, fraudsters have shifted their focus to deceiving individuals through Key Purchasing Criteria (KPC)

phishing and social engineering tactics. Specifically, banks have seen a sharp rise of 66.8%
in social engineering attacks over the last two years.! In response, solution providers have

developed sophisticated detection methods utilizing multi-factor authentication, biometrics,
and passive behavioral signals to identify anomalous behavior. Banks are adopting these e Product Integration: 84 of ATO solution buyers at banks prioritize product integration.’
advanced techniques to reduce fraud losses, as their user accounts hold significant value.

e Accuracy: 90% of ATO solution buyers at banks prioritize accuracy.!

e User Experience: 86% of ATO solution buyers at banks prioritize user experience.’

e Customization: 82% of ATO solution buyers at banks prioritize customization'

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)
(2) ATO Prevention Consumer Survey, April 2024 (N=511)
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Executive Summary: Vendor Landscape

Liminal’'s ATO Prevention in Banking landscape analysis identifies the top vendors that address
the fraud threats facing financial institutions today. With criminal actors deploying a wide range
of attack vectors that include phishing, social engineering, and credential stuffing, a fragmented
solutions landscape has emerged with vendors taking specialized approaches to address ATO
attacks that can be grouped into three primary categories: Authentication-focused vendors,
Fraud-focused vendors, and lIdentity-focused vendors. Fraud-focused vendors use probabilistic
data, including behavioral signals, to protect against fraud, mainly at the transaction level, while
authentication-focused vendors use comprehensive authentication capabilities to prevent
unauthorized access during login. Identity-focused vendors combine select capabilities of both
authentication and fraud prevention methods, using identity as the bedrock.

The analysis highlights 24 leading companies, selected based on an evaluation of their product
offerings, strategies, and market presence.

Landscape Analysis

e The market is split into fraud, authentication, and identity vendors. Solution providers in the
ATO landscape employ diverse strategies, with some exhibiting limited capability overlap.

e Banks leverage multiple vendors in their tech stack. Vendors with unique capabilities
collaborate to offer comprehensive coverage.

e Credit bureaus and card issuers hold strong market presence. Experian, TransUnion and
Mastercard are all ranked within the top 5 for market presence.

e Overall satisfaction is most strongly correlated with scalability. Despite being ranked fifth
among KPCs, buyer satisfaction showed the highest correlation with satisfaction in scalability.

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)
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Key Benefits of Leading Account Takeover Solutions

Reduction in successful ATO attacks: Highly accurate solutions limit the amount of ATO attacks
that lead to financial loss by 64%.!

Reduction in average fraud loss: Leading solutions effectively minimize average fraud losses,
reducing them by 52%.

Reduction in customer abandonment: By providing a seamless user experience, leading
solutions reduce customer abandonment by 24%.

Top 24 Vendors for Account Takeover Prevention in Banking

Accertlfy A Arkose Labs -:3-BioCatch '3 Bureau
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Digital banking fraud is big business These trends account for the continued and notify the police. As each of

Th d t . in 2024, with the bulk of ATO attacks rise of social engineering or “scam” these approaches are suited to detect
e a Op lon perpetrated not by sole actors but attacks as an overall percentage of specific types of attacks, banks today
by well-coordinated and financed successful ATO attempts as fraudsters typically deploy multiple vendors
f dl criminal groups working at scale from adapt to the increasing challenge within their tech stack to build
O pa S Swor e S S jurisdictions across the globe. In this of defeating the more rigorous layered defenses.
increasingly institutionalized attack authentication methods adopted by ,
¢ ¢ environment, bank accounts have financial institutions. The current The nevyest entran.ts mtp the ATO
aUthent]_C atlon and emerged as prized ATO targets due vendor landscape for ATO Prevention prevention space, identity-focused
vendors take an approach that follows

to the high profitability of a reflects this shifting risk environment, ) sngivihisbonsiiie
successful attack. with platforms taking one of several the evolution of IT Security defenses

o
the W].de S re ad : S general approaches toward addressing .use.d t‘? protect.banks and othe.r
This ATO threat landscape is being institutions against cybersecurity

increasingly sophisticated threats.

shaped by two wider trends: continued threats at the fundamental platform
. 1 b : 1 : f adoption of more secure passwordless Authentication-focused vendors level. They transition away from
ava]_ a ]_ ]_ty O authentication technologies by banks, seek to address threat vectors that solutions that focus on securing
and the widespread availability of fundamentally compromise a user's the network perimeter or endpoint
¢ powerful generative Al tools to login credentials via phishing or devices themselves and instead take
generatlve AI are fraudsters. Passwordless data breaches. This approach can an identity-centric approach. Current
authentication is raising the cost and be likened to upgrading the physical identity-focused ATO vendors
technical capabilities required for illicit security of a home's front door to combine features from authentication-
fu ndamentall actors to compromise an account via make it resistant to lock picking or the and fraud-focused approaches,
phishing and other forms of credential physical breach. built on top of a clear understanding
theft. Technologies like FIDO2 of the underlying identity of the

[
I h 11 h A I Passkeys make phishing effectively In contrast, fraud-focused vendors accountholder themselves.
seek to quantify the risk of a user's

impossible. In parallel, generative Al . Jth " .
is making the deployment of current session an t.e resulting transactions
after the session has already been

t | I re at 1a l l dsca e fraud techniques more scalable, cost ant or .
p o effective, and executable by criminals aut entlcated: N h‘?me security
who lack requisite technical or terms, deploying security cameras

. inside a house to observe when
language skKills. o , o
criminals are walking around inside
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The continued prevalence of phishing attacks, diminished prioritization of
account recovery, and mobile ATO attacks pose challenges for banks

Phishing continues to be the most
significant ATO threat vector

Among the eight primary attack methods, phishing
accounts for 26.7% of all account takeovers, making it the
most common threat.’

Banks face significant challenges in protecting their customers
from phishing attacks, particularly as fraudsters embrace new
technologies like generative Al.

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)

@A)

Liminal. dilink

.........

Account recovery continues to be a weak
point as banks prioritize login defense
Over three times as many banking respondents view login as

a major concern; however, 94.0% acknowledge that account
recovery is also a significant threat.

Weak account recovery protocols can significantly increase
account takeovers and financial losses.

Banks are failing to adequately
protect mobile channels
Banks report that the majority of ATO attacks originate from

mobile apps rather than mobile web or desktop, yet only 44.0%
utilize mobile device signals for protection.’

Neglecting mobile device signals presents a significant risk to
the banking industry, particularly as mobile channels continue
to grow in prevalence.

Market Overview 7
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Banks look for highly accurate ATO prevention solutions from third party-
vendors that leverage biometric signals and address scam attack threats

Challenge Causes
e : : . . . Accur isthem man Kk rforman
Banks with limited ATO protection experience more than Ineffective solutions fail to accurately detect fraudsters, c;cu.acy ISE the most (zle @ ded. °y performance
: L : . criterion, with over 90% of banking respondents
45,000 successful fraud attacks a year. permitting unauthorized access to sensitive accounts. orioritizing it.
Consumers are dissatisfied with traditional usernames and Consumers must manage nhumerous username and Eighty-eight percent of banking decision-makers prioritize
passwords, with only 59.9% of consumers considering password combinations that are challenging to remember biometric authentication, largely due to the widespread
them secure for their bank accounts.? and vulnerable to ATO. use of FacelD and TouchlD.
Q) Banks find it challenging to deliver the frictionless Many ATO vendors employ active authentication prompts, Banks are demanding passive capabilities like behavioral
experiences consumers enjoy in other industries, like such as SMS OTPs and magic links, which disrupt the biometrics, with 81.8% of those not currently using them
- eCommerce and social media. user experience. planning to adopt them within two years.
: : : : . . . . : Eighty-four percent of bankin ision-makers highl
Banks have experienced a 66.8% increase in social Generative Al tools are enhancing social engineering by 'ghty Ol.J Pe C.e to. banking decisio .a ers |.g y
: : : . : value social engineering and scam detection, making it the
engineering attacks over the past two years. making attacks more believable and scalable. L
second most sought-after capability.
. . : : : . . Eigh rcent of banks h n nsider ringin
)-y\ Banks struggle to implement sophisticated ATO High maintenance costs and a lack of internal engineering g t.y pe.ce t of banks have ?t considered b .' 9ing
. : . , : solutions in-house, and only 10% plan to do so in the next
prevention in-house. expertise hinder banks' ATO prevention efforts. ) : : :
two years, illustrating a preference for vendor solutions.

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)
(2) ATO Prevention Consumer Survey, April 2024 (N=511)
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Customers want solutions that can provide frictionless experiences,
behavioral signals, passwordless authentication, and regional customization

B &

Frictionless Experience Behavioral Signals Passwordless Authentication Regional Customization
. : Using the patterns and characteristics of user Authenticating a user without the use of Deploying ATO solutions that remain compliant
- Ensuring robust account security : : . . : : : .
Description : . .. behavior, such as typing speed and mouse traditional passwords, instead relying on with evolving national and state-level
while minimizing user friction. : . : . . .
movements, to prevent ATO attempts. biometrics, security keys, or other methods. privacy and data protection regulations.
Friction-Filled Authentication Methods High Cost Password Stickiness Fragmented Privacy Landscape
Blockers
Security Concerns Extensive Implementation Process Legacy System Integrations Regional Vendor Focus

Liminal. :link Market Overview
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Al/ML tools, FIDO2 standards, and the ubiquity of biometric authentication
from Big Tech aid banks in the fight against account takeover fraud

lll)

Vendors provide sophisticated Al / ML
fraud detection methods

Solution providers are increasingly leveraging
sophisticated machine learning and artificial intelligence to
detect advanced fraud techniques, such as social engineering
and man-in-the-middle attacks. These tools analyze a wide
range of signals to identify anomalies, preventing fraudulent
actors from stealing funds.

(1) FIDO Alliance

@A)
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FIDO2 paves the way for more
secure authentication

FIDO2 authentication is an open standard that uses public key
cryptography to enable secure, passwordless logins across
devices and platforms." It is important in protecting against

account takeovers because it eliminates the risks associated

with traditional passwords, such as phishing and
credential theft, by relying on strong cryptographic keys
stored on users' devices.

Big Tech has made biometric
authentication ubiquitous

Device manufacturers like Apple have seamlessly integrated
biometric authentication into consumers' everyday lives with
products like FacelD and TouchlD. Device-native biometric
authenticators can be easily integrated into banks' onboarding
and login processes, enhancing user experience
without compromising security.

Market Overview 10
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Vendors struggle to address social engineering, lack a strategy for handling Big
Tech data restrictions, and struggle to cover the complete customer lifecycle

Only a portion of vendors can address
the growing social engineering threat

Eighty-four percent of banks highly demand social engineering
and scam detection, making it the second highest demanded
product capability. However, only about 3 in 5 of the top
vendors offer this capability. Many banks may continue
to struggle with social engineering, which has resulted in a
reported increase of 66.8% in financial losses over
the past two years.

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)

@A)
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Solution providers are unsure how to
deal with Big Tech data restrictions

Ninety-six percent of banking professionals believe restricting
access to device signals could compromise their ATO solutions
- additionally, 90% share similar concerns over losing other
data signals, such as third-party cookies. ATO prevention
solutions may face significant challenges from Big
Tech data restrictions, particularly when attempting to
fingerprint devices!.

Few vendors offer unified

platform solutions
The ATO prevention market is fragmented into fraud,
authentication, and identity vendors. While many banks utilize

multiple vendors in their tech stack, few vendors offer platform
solutions that cover the entire user lifecycle.

Market Overview 1
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Banks most highly prioritize accuracy, user experience, product integration,
and customization when purchasing ATO prevention solutions

Key Purchasing Criteria for ATO Prevention Solutions in Banking'

% respondents

100%
90%
80%
70%
60%
50%
90%
86%
40% . SR 82%
74% 74%
30%
20%
10%
0%
Accuracy User Product Customization Scalability Brand Speed / Cost Global
Experience Integration Reputation Latency Coverage
(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)
0 m ostte e . Copyright © 2024 Liminal Strategy. Limited Distribution Partner. Liminal.co .
lelnalw “laee Ilﬂk This report may not be reproduced without permission from Liminal. Proper attribution is required: See Citation Policy. Market Overview
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Top vendors can achieve significant reductions in successful ATO attacks,
average fraud losses, and customer abandonment

v64%

Reduction in Successful ATO Attacks' Reduction in Average Fraud Loss'’ Reduction in Customer Abandonment’
Banks employing leading vendors experience an average of Leading solution providers reduce the average fraud losses by By limiting friction during onboarding, login, transaction,
around 16,000 successful ATO incidents annually, nearly three more than half, from $13,400 to $6,430 USD.’ and account recovery processes, customers of leading ATO

times fewer than banks using lagging solutions. vendors may experience a decrease in abandonment rates

from 19.8% to 15.1%.

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)

A

Liminal. :link Market Overview 13

.........


https://www.Liminal.co

Banks can reduce fraud losses by nearly S500 million while also seeing
significant operational cost and customer retention savings'

e

Reductionin
Fraud Losses?

&

Operational
Cost Savings?

Customer
Retention
Savings?3

Lagging
Solution

Leading
Solution

Lagging
Solution

Leading
Solution

Lagging
Solution

Leading
Solution

134,000
Successful

fraud incidents

77,000
Successful

fraud incidents

3
Employees
required to
handle ATO
incident

3
Employees
required to
handle ATO
incident

15%
Customer
retention rate

20%
Customer
retention rate

34%

Share of losses ><
related to ATO

21%

Share of losses ><
related to ATO

$21
Employee
hourly wage

21%
Employee
hourly wage

$4,500
Average
customer LTV

$4,500
Average
customer LTV

(1) The average bank size of respondents was about 28 M customers. Further calculations and sources can be found in the appendix.
(2) ROI data captured from Liminal Market Demand Survey, March 2024, N=50.
(3) Customer retention rates can be influenced from several factors, and may not be fully attributed to ATO solutions.
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$13,430
Average
ATO loss

$6,400
Average
ATO loss

6.1

Average
hours spent
per employee

5.7

Average
hours spent
per employee

37 M
Average
customer base

26 M
Average
customer base

~$16 fraud loss
per customer

~$4 fraud loss
per customer

~$390 total cost

~$364 total cost

~$675 customer
value captured

~$900 customer
value captured

Copyright © 2024 Liminal Strategy. Limited Distribution Partner. Liminal.co
This report may not be reproduced without permission from Liminal. Proper attribution is required: See Citation Policy.

~$12 in fraud
loss savings
per customer

~$26 in savings
per ATO incident

~$215 in customer
retention savings

Market Overview
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Banks consider biometric authentication, continuous authentication, and
social engineering and scam detection key capabilities for ATO prevention

Demand' Product Capabilities

App-based Authentication
Biometric Authentication
Continuous Authentication
Data Breach Monitoring

Email-based One-Time Passcode

Social Engineering and Scam Detection
Behavioral Biometrics

Device Risk Scoring

Location Intelligence

Proxy And VPN Detection

SIM Swap Detection

Time-based One-Time Passcode (TOTP)
Behavior Analytics

Bot Detection

FIDO2 Authentication
Knowledge-Based Authentication
Magic Links

Signal Sharing Network

GlCIGIGIGIGIOIOIOIOIOIOIOIOIOIOIOIOIONC

User Risk Scoring

@ High Demand @ Medium Demand @ Low Demand

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)

@A)
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Other Factors For Consideration

SMS / Phone One-Time Passcode (SMS OTP)

Accuracy

Buyer
Satisfaction

Customization

Product
Integration

Scalability

Accurate solutions effectively decrease the amount of
fraud losses without false positives, ensuring a secure
and safe solution.

Solution providers with robust customer support and
responsiveness to customer needs deliver high
satisfaction for banks.

Customizable solitons allow for the adjusting risk-scoring
models, configuring rules, and setting up
alerts/notifications.

Solutions with strong product integration require minimal
time and resources to implement ATO prevention
measures effectively.

Scalable solutions maintain their effectiveness, regardless
of the volume of logins, transactions, and account
recovery attempts.

Link Index
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Future buyers will demand cost-etfective behavioral signals and passwordless
authentication solutions with strong user experience (UX)

Behavioral Capabilities Passwordless Capabilities Additional Factors for Consideration
e Behavioral Analytics e Device-based / Cloud-based Passkeys
e Behavioral Biometrics e QR Code Authentication
e Bot Detection e \WebAuthn

A Customer perception of the cost-effectiveness of
their ATO prevention solution can be influenced by
Cost .. . Y
pricing models, supplemental services, and additional

capabilities that surpass those of competitors.

Vendors offering strong UX provide strong fraud
detection alongside minimal friction, limiting customer
abandonment rates.

User
Experience

(1) See Appendix for Definitions of Product Capabilities

A
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Brand awareness, leadership, market penetration, company size, and employee
growth are the key market presence criteria tor ATO prevention vendors

((@))

Brand
Awareness

A well-known vendor will be able
to capture more customers. We
gauged the awareness of each
vendor for their ATO prevention

solution among buyers in banking.

A
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BooorS 7
Company Employee Market Leadership Market
Size Growth Perception Penetration

Large vendors possess the stability Vendors experiencing headcount Vendors perceived as market- Having more customers increases
and the capacity to accommodate growth indicate strong prospects leading are better positioned to your presence in the market. We
bigger clients, thus driving larger for revenue growth and position it capture market share. We surveyed surveyed banks to analyze the
revenues. We compiled employee as a more formidable player in the ATO prevention customers in most frequently used vendors.
headcount data and compared market. We calculated year-over- banking to analyze the levels of

top companies. year growth and compared vendors customer satisfaction

to each other. across vendors.

Link Index
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To identity the leading vendors in ATO Prevention in Banking, we set
benchmarks for minimum product execution and strategy

100% -

Minimum Product
Execution Threshold

90% -

Minimum Product Execution Threshold 80%
To establish a minimum product execution threshold,
we surveyed financial services buyers to identify the 70% -

most highly valued capabilities for ATO prevention
capabilities. By prioritizing capabilities according 0% |
to demand, we determined that a company needs a Minimum Strategy
minimum product execution score of 60% to Threshold

sufficiently meet product capability demand. 50% -

Strategy

Minimum Strategy Threshold

We established a leadership strategy threshold by
analyzing critical future demand elements,

behavioral signals, and passwordless authentication 30% -
capabilities. Leading vendors attain a minimum
strategy score of 53%. 20%

40% -

10% -

0% .
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Product Execution

H m I K . Copyright © 2024 Liminal Strategy. Limited Distribution Partner. Liminal.co .
lelnalw 'ftf'hn_k This report may not be reproduced without permission from Liminal. Proper attribution is required: See Citation Policy. Link Index 19
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Of the 56 companies analyzed, 27 met minimum product execution
requirements, with 24 classified as Leading Vendors

100%

90%
@ Leading Vendors
Strong overall solutions that possess the must have

. - . 80%
product and strategic capabilities for this use case

@® Product-Focused Vendors
Solutions with strong product capabilities but do not
meet the strategy score threshold

70%

60%

Strong overall solutions but do not have the required
capabilities for this market use case

50%

Strategy

@ Specialized Vendors 10%
Solutions that can solve for a part of the use case but

do not have all must have capabilities
30%

Solutions with capabilities that compete with leading
vendors but are not primarily focused on serving
this use case

20%
10%

0%

@A)
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0%

10%

20%

30%

40%

50%

Product Execution

Minimum Product

A
. Execution Threshold
I

o
¢ °°
0o ? oo
o
® o
P
o
o

60%

70%

80%

Minimum Strategy

Threshold

90%

Link Index

100%
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Vendor positioning on the Link Index for ATO Prevention in Banking

@A)
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Caf

Callsign
DataVisor
Entersekt
Entrust
Experian
Feedzai
HUMAN
Kount
LexisNexis Risk Solutions
Mastercard
NeurolD

Outseer
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|

LEADING VENDORS

|

Ping Identity
Prove

Socure
SpyCloud
Telesign
Transmit Security
TransUnion
Nevis Security
Uniken

Deep Labs
Fortinet
Imperva

Instnt
Nethone
OneSpan
Seon

Akamai Technologies

LEADING VENDORS

T

PRODUCT-FOCUSED VENDORS

\2

|

ADJACENT VENDORS

l

SPECIALIZED VENDORS

Copyright © 2024 Liminal Strategy. Limited Distribution Partner. Liminal.co
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Alessa
Anonybit
Duo Security
GBG
GeoComply
IBM

Incognia
iProov
Keyless

Palo Alto Networks
SecureAuth
SHIELD
Stytch
TMTID
Veridium

ZeroFox

|

SPECIALIZED VENDORS

l
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Leading vendors have three distinct focuses: authentication,

fraud prevention, and identity

Vendors have distinct focuses
when combatting ATO

Most vendors focus on
authentication, fraud prevention,
or identity approaches.

J

Solution providers in the ATO landscape
have differentiated strategies and some have
limited capability overlap.

@A)
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Banks leverage multiple
vendors in their tech stack

Vendors with differentiated capabilities
work alongside each other to provide
comprehensive coverage.

J

Fraud, authentication, and identity
capabilities complement each other to cover
the entire customer lifecycle.

Credit bureaus and card issuers
have strong market presence

Experian, TransUnion, and
Mastercard all rank within the top 5
for market presence.

J

These companies can leverage their
extensive data assets to fine-tune models
and accurately detect ATO.

Overall satisfaction has highest
correlation with scalability

Despite being the 5 ranked KPC, buyer
satisfaction saw the highest correlation
with scalability satisfaction.

J

Scalability is vital for banks to handle
increasing volumes and evolving fraud
tactics efficiently.
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Link Index for Account Takeover Prevention in Banking: Leading Vendors
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80% HUMAN O LexisNexis Risk Solutions O O Kount

Entrust Ping Identity*

Feedzal* O O vaaviar ‘ ‘Experian* O Fraud-Focused Vendors
Q allsign

Mastercard These solutions use probabilistic data,

Prove ‘ O BioCatch* including behavioral signals, to protect
Accertify O ' Bureau*

against fraud mainly at the transaction level
NeurolD* O ' S .
ocure

i *
Outseer O Telesign ‘ Caf*
' ‘TransUnion These solutions use comprehensive

authentication capabilities to prevent
unauthorized access to accounts during login

70%

demand for ATO Prevention in Banking

Strategy
The vendors' ability to meet future customers’

60%

SpyCloud @ Identity-Focused Vendors
50% These solutions take a hybrid approach,
55% 65% 75% 85% 95% combining authentication and fraud

prevention methods, with identity acting as

Product Execution the bridge between the two
The overall capability coverage of each vendor against
customer demand for ATO Prevention in Banking

Note: Companies with an asterisk (*) participated in an Analyst Briefing with Liminal for this report. Bubble Size on the Link Index displays size of Market Presence.
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Link Index for Account Takeover Prevention in Banking: Leading Vendors
and Adjacent Leaders
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Note: Companies with an asterisk (*) participated in an Analyst Briefing with Liminal for this report. Bubble Size on the Link Index displays size of Market Presence.
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Transmit Security '

Entersekt ‘

Arkose Labs* ‘

LexisNexis Risk Solutions ‘
Entrust
Feedzai*
Mastercard “

Accertify ‘ ' BUreau*
NeurolD* ‘

‘ Socure*
Telesign*
Outseer ‘ J ‘ Caf*
‘ ' TransUnion
TKosmos

Kount

HUMAN ‘

Prove ‘ ‘ BiOCatCh*

SpyCloud ‘

65% 75% 85%

Product Execution
The overall capability coverage of each vendor against
customer demand for ATO Prevention in Banking

Ping Identity*

N ,
‘DataV|sor CaIIsign*‘ ‘ ‘Experlan*

95%

@ Leading Vendors

Strong overall solutions that possess
the must have product and strategic
capabilities for this use case

Solutions with capabilities that compete
with leading vendors but are not primarily
focused on serving this use case
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Socure

Socure offers an identity risk platform that provides coverage across several use cases.
Specifically, Socure's solutions include identity verification, KYC compliance, and fraud detection,
which aim to improve the efficiency and security of digital onboarding and transaction processes.
The company focuses on helping businesses prevent identity fraud while ensuring a seamless user
experience, covering solutions through its ID+ platform.

Company Information’

Headquarters
No. of Employees

Last Raised

Primary Segment

Vertical Focus

Geographic Focus

Notable Customers

(1) Link

@A)

Liminal. #lin

by Liminal

Incline Village, Nevada
450 as of June 2024

$450M, Series E Round in November 2021

|dentity Verification (KYC), Data Aggregators, Regulatory
Compliance and Transaction Monitoring, Document
Verification, Mobile Identity & Device Intelligence

Financial Services, eCommerce, Gig Economy,
Government, Gaming, Crypto

North America, Europe, Middle East, Asia-Pacific

cfﬁbank Capita/l()ne,

This report may not be reproduced without permission from Liminal. Proper attribution is required: See Citation Policy.

User-
Generated
Content
Moderation

Privileged

Machine
Access Identity
Management
Identity .
Governance and Physical Access Antivirus
.. . Control
Administration
Workforce IT Identity Theft
IAM Security Protection
Privacy, .Data Password
Protection, Manaders
and Consent 9
Customer Identity
IAM Wallets
Decentralized
Identity . Mobile Identity ID and
Graphing and IELE Detec'glon and Device Verifiable
. and Prevention . .
Resolution Intelligence Credential
Management
elD and
Civil IDs
Persona and
Signals-Based
Intelligence
Credit and
Financial eSignature
Identity
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(KYB) 9
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Socure's Strategy

Socure offers an excellent user experience and extensive use case coverage, effectively preventing ATO

Strate Stron . e . .
9y 9 threats through its advanced digital identity fraud prevention tools.
The Socure platform utilizes advanced behavioral analytics to detect anomalies in user behavior, which may
Behavioral Excellent indicate potential fraud. By identifying these irregularities, the platform provides robust protection for banks
Capabilities Xcetien against ATO threats. This comprehensive approach ensures that fraudulent activities are detected early,
protecting banks and customers from would-be ATO attackers.
Passwordless Socure's platform prevents financial losses through its fraud prevention and identity verification
. . Strong technologies. However, it does not extensively integrate passwordless authentication solutions such as
Authentication : : 7 .
passkeys which offer more secure device authentication options.
According to current customers, Socure is considered more expensive than some other vendors we profiled.
Cost - However, the Socure platform offers extensive use case coverage, making it a strong solution for banking
rong customers. Despite the higher cost, its comprehensive capabilities provide significant value for financial
institutions seeking robust security solutions.
Socure is highly regarded for its strong customer experience according to banking customers. By leveraging
User : : :
Experience Excellent graph technology that analyzes networks for anomalies and fraudulent behavior, Socure provides robust ATO

prevention without imposing significant friction on users.

Note: The Exceptional, Excellent, and Strong scoring buckets are relative to the performance of only leading vendors for ATO prevention vendors. Vendors outside the scoring buckets are not

considered leading ATO prevention vendors.

A
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Analyst Notes on Strategy

Socure takes an identity-centric approach, offering identity
signals for comprehensive fraud compliance and ID verification.
The company effectively prevents ATO by developing a deep
understanding of identity.

Socure's platform uses bot detection and behavioral signals,
employing sophisticated algorithms to identify and mitigate
automated attacks and other malicious activities. The platform can
distinguish between legitimate user interactions and fraudulent
activities by analyzing device and network characteristics, ensuring
only genuine users can access services. By offering a platform
solution with Socure’s ID+, the company attracts banks seeking
comprehensive solutions across the customer lifecycle, addressing
multiple use cases and reducing the need for extensive tech stacks
involving many vendors.

Despite not offering OTP capabilities, Socure has a roadmap to
develop these features in-house rather than relying on third-party
authentication vendor integrations. These additions to the

Socure platform will help support increased ATO prevention

by coupling advanced fraud detection and comprehensive
authentication services.
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Socure’s Market Presence

Market Socure is a scaling identity vendor that has raised over $700 million in funding. Socure are well-
Excellent . . e aea. s o . Analyst Notes on Market Presence
Presence recognized amongst financial institutions and are well-positioned to attain market share.
: . . ure has rapidly emer market | r in the identit
Socure has established strong brand awareness through a robust customer portfolio — boasting more than SO(? : © ‘as .ap dly emerged as a ’a et leade € identity
Brand o . . o . . : verification industry. The company’s customer base has grown
Excellent 2000 customers. Of surveyed practitioners at financial institutions, roughly 52% were familiar with their : R
Awareness . . exponentially, tripling in 2021 to serve over 1,800 customers across
brand and solution for ATO prevention. : . : : . :
various sectors like financial services, fintech, cryptocurrency,
online gaming, telecommunications, e-commerce, insurance, and
. . : : healthcare. Socure’s solutions have become a gold standard for
Among those practitioners who were familiar with Socure, 18% recognized them as market leaders for fraud : : e d .
Market . : . : . : : e : . . identity verification use cases, and are trusted by four of the five
. Excellent prevention. While the solution is primarily focused on identity verification, this underscores its ability to . :
Leadership : L : . largest banks, seven of the 10 largest credit card issuers, top Buy
effectively solve fraud use cases in financial services. :
Now, Pay Later (BNPL) providers, top cryptocurrency exchanges,
and the largest online gaming operators.
Market Socure has established a dominant presence in financial services, supporting over 400 fintechs. The The company has seen tremendous growth, trip”ng its valuation
Penetration Strong company'’s platform is trusted by four of the top five banks and 13 of the top 15 card issuers, making it a to $4.5 billion in 2021, making it the highest-valued private
critical partner for major financial institutions worldwide. company in the identity verification industry. Socure has attracted
investments from top venture firms like Accel, T. Rowe Price, Bain
Capital Ventures, Tiger Global, and several customer-turned-
Comban Socure, headquartered in Incline Village, Nevada, employs 450 people and operates across multiple global investors, including Citi Ventures, Wells Fargo Strategic Capital,
Size pany Excellent locations. The company has raised a total of $755.8 million in funding , reflecting its substantial market and Capital One Ventures.
presence and growth in the digital identity verification sector.
Emblovee The company has experienced significant YoY employee growth —roughly 52%. They also maintain roughly
Gror\)lvtx Exceptional 40% of their team focused on engineering or information security, which positions them well to continuously

innovate solutions based on changes in buyers’ demands.

Note: The Exceptional, Excellent, and Strong scoring buckets are relative to the performance of only leading vendors for ATO prevention vendors. Vendors outside the scoring buckets are not
considered leading ATO prevention vendors.

A
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Socure ID+ Platform

The Socure ID+ platform provides digital identity verification and fraud prevention using real-time
predictive analytics. It leverages risk scoring and Al/ML to analyze a broad range of data sources
for accurate identity verification and fraud prevention. The platform features a single API that
integrates various identity elements to prevent against ATO.

ATO Prevention Product Capability Coverage'

Product Visuals?

@ @ Proxy and VPN Detection

@ Biometric Authentication @ SIM Swap Detection

@ Continuous Authentication @ Time-Based One-Time Passcode

@ @ Behavioral Analytics
@ Email-based One Time Passcode @ Bot Detection

@ SMS / Phone One-Time Passcode (SMS OTP) @

® ®
() ®

@ Device Risk Scoring @ Signal Sharing Network

@ User Risk Scoring

@ Location Intelligence

@ High Demand @ Medium Demand @ Low Demand

(1) Please see appendix for further information regarding Liminal's data acquisition and analysis methodology
(2) Product visuals sourced from the company.
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Holistic Evaluation: Profile Change Event

01

Kelvin requests
phone # update;
API call to Phone
RiskScore and
Digital Intelligence
modules

Phone RiskScore
returns moderately
high risk score (.95),
Digital Intelligence
indicates mobile
device may be
spoofed and
emulator used.

02

Phone Correlation
score is average
(0.65)

Mixed results:
Step up needed

03

Push to step-up
document
verification

Risky phone
number and
device warrant
further risk
evaluation

Kelvin Niles

+2125551212

98% accuracy
with <2 seconds
response

Seamless ID + Customer was

selfie verification able to update
initiated, user is phone number.

successfully
verified
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Socure ID+ Platform

Socure's ID+ platform offers a wide range of use cases, delivering high levels of customer satisfaction

Product Exceptional in ATO prevention.
Product Excellent Socure uses fraud signals such as device, location, and proxy and VPN detection, along with other behavioral
Capability Xcetien analytics on its Socure ID+ platform, to provide robust defense against a wide range of ATO threats.
Socure is a leading player in identity and fraud prevention, with extensive experience working with large
Scalability Excellent institutions that have substantial user bases and high transaction volumes. Buyers also report strong
scalability ratings for the company, indicating its ability to effectively support growing organizations.
Socure provides a unified platform where customers can orchestrate various capabilities to best suit their
Customization @ Excellent needs in combating account takeovers. This integration allows for a streamlined and effective approach to
identity verification and fraud prevention.
While the company utilizes several fraud signals, it lacks key capabilities such as behavioral biometrics and
Accuracy Strong social engineering scam detection. As a result, buyers rank their accuracy relatively lower compared to some
of the other vendors we analyzed.
Product The Socure ID+ platform offers identity verification and fraud prevention solutions through a single API
Intearation Excellent integration, simplifying the integration process for banks. Their solution can also be integrated with other
9 solution providers to support more robust capability coverage.
Buver Buyers rate Socure highly in terms of satisfaction, making it one of the top vendors we profiled. The Socure
y Exceptional |D+ platform offers broad use case coverage, providing comprehensive fraud prevention solutions for

Satisfaction

banking customers.

Note: The Exceptional, Excellent, and Strong scoring buckets are relative to the performance of only leading vendors for ATO prevention vendors. Vendors outside the scoring buckets are not

considered leading ATO prevention vendors.

A
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Analyst Notes on Scoure ID+ Platfrom

Socure's ID+ platform is a digital identity verification and fraud
prevention solution that leverages advanced artificial intelligence
and machine learning to provide real-time, predictive analytics for
accurate and comprehensive identity verification. The platform
integrates a vast array of data sources, including physical
government-issued documents, email, phone, address, IP,

device, velocity, date of birth, and Social Security Number (SSN),
to create a complete view of an individual's digital identity. By
analyzing and correlating every facet of an individual's identity,
Socure's ID+ platform aims to maximize accuracy, reduce false
positives, and eliminate the need for disparate products. The
platform’s graph-defined network continuously learns from
billions of predictions and outcomes from over 2,400 top financial
institutions, government agencies, and enterprises, ensuring
accuracy and coverage.
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Market Demand Survey Results Overview

We conducted outreach to banking customers
who leverage ATO prevention solutions.

Our survey' reached 50 leading professionals

in the identity and fraud space as respondents.
We received significant participation from
representatives of large enterprises with extensive
global customer reach and gathered responses
from various functional roles within each
organization.

According to our survey findings, we've collected
valuable insights to grasp the market's demand for
ATO prevention solutions.

(1) All results referred to below are sourced from ATO Prevention in Banking Buyer Survey, March 2024 (N=50)
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Survey Demographics: Buyer Profile

Our survey had a global set of respondents from several geographies, functional areas, and company sizes who are current
solution seekers of ATO prevention solutions.

Survey Respondent Demographics (N = 50)

Geography
(By Region’)

Functional Area
(By Department)

User Count

APAC

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)

@A)
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Top KPCs include accuracy, user experience, product integration, and
customization for ATO prevention in banking

Key Purchasing Criteria for ATO Prevention Solutions in Banking

How would you prioritize the key purchasing criteria for ATO solutions?

82%
74% 74%

Accuracy (90%), user experience
(86%), product integration (84%),
customization (82%) are the most
important key purchasing criteria for
ATO prevention in banking.

% respondents
100%
90%
80%

70%

Banks prioritize accurate, user-friendly,
and easily implementable customizable
solutions.

60%

Interestingly, global coverage, cost, and
speed performed the weakest among
our proposed key purchasing criteria.
This suggests our buyers face highly
localized and expensive problems, that
are not addressed though maximizing
efficiency but rather by optimizing for

40%

30%

20%

10%

Accuracy User Product Customization Scalability Brand Speed / Cost Global
Experience Integration Reputation Latency Coverage effe Ctive Nness.

0%

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)
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Phishing and social engineering are the top ATO threat vectors

ATO Attack Vectors by Share of Financial Losses and Share of Total Volume'

What percentage of total ATO attack volumes are made up of the following threat vectors?
What percentage of financial losses from ATO attacks are made up of the following threat vectors?

% respondents

Share of Volume

20% M% 1%

Share of Financial Losses

21% 12% 20/

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

M Phishing Social Engineering M Credential Stuffing Malware
B Account Selling and Monetization [ Man-in-the-Middle Attacks SIM Swapping Other

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)

@A)
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Phishing and social engineering

are the biggest ATO threat vectors
in terms of financial losses and total
volume, with credential stuffing,
account selling and monetization,
and man-in-the-middle attacks
following behind.

Phishing and social engineering are
becoming more sophisticated as
generative Al tools aid fraudsters to
increase the scale and sophistication
of attacks.

Survey Results
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ATO attacks predominantly occur via mobile app and mobile web rather
than on desktop platforms

Frequency of ATO Attacks by Mobile App, Mobile Web, and Desktop'

Please rank the frequency of ATO attacks on your platform.

% respondents

Average Ranking: 1.66
100%

90%

80%

70%

18%

60%

50%

40%

30%

20%

10%

0%

Mobile App

(1) ATO Prevention in Banking Buyer Survey, March 2024 (N=50)
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Average Ranking: 1.94

62%

Mobile Web

M Rank 1 Rank 2 M Rank 3

Average Ranking: 2.4

20%

Desktop

Mobile applications and mobile
websites see more ATO attacks than
desktop web channels, suggesting
that fraudsters are prioritizing

mobile channels.

Despite the outsized prevalence of
mobile ATO attacks, only 44% of
respondents report using mobile
device signals as part of their ATO
defense strategies, indicating a gap
In prevention controls.

Copyright © 2024 Liminal Strategy. Limited Distribution Partner. Liminal.co
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There is a large and growing total addressable market (TAM) for ATO
prevention solutions

Market Size for ATO Prevention Solutions in Banking'

The global TAM for ATO prevention
$1,800.0 in banking is projected to grow from
about $954.8 million in 2024 to $1.5

$1,600.0
$1,487.9 ogn® o
$ billion by 2028, with a compound
1,400.0
e $1,329.8 - annual growth rate (CAGR) of 9.3%.
$1,200.0 e
$1,068.7 - - We expect that demand for solutions
$1,000. $954.8 . . .
1o - will persist as banks aim to combat
$800.0 L increasing levels of ATO fraud across
$600.0 various regions.
$400.0
$200.0
$0.0
In $ Millions 2024 2025 2026 2027 2028

M North America Europe, Middle East and Africa B Asia-Pacific Latin America

(1) Liminal's proprietary market sizing model, bottom-up approach building off of datasets on individual banks along with growth trends by geography, sector and other factors.
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Product Capabilities Definitions: High Demand

Demand Product Capabilities Definition

@ App-based Authentication Biometric authentication is a process that verifies a user’s identity using unique biological traits such as fingerprints, voices, retinas, and facial features.

Biometric Authentication Biometric authentication is a process that verifies a user’s identity using unique biological traits such as fingerprints, voices, retinas, and facial features.

Continuous Authentication Continuous authentication is a security approach that verifies a user's identity throughout a session rather than just at the login point.

Data breach monitoring is a threat detection capability that alerts users when one of their accounts and associated data has been leaked in a data

Data Breach Monitoring breach. It involves tracking compromised personal information on the dark web and other illicit platforms to prevent identity theft.

An email-based one-time passcode (OTP) is a form of authentication where a unique, temporary code is sent to a user's email address, which they must
Email-based One-Time Passcode enter to gain access to a system or service. This code is valid for only one transaction or login session, making it more secure than a static password that
could be reused or compromised.

SMS OTP (Short Message Service One-Time Password) is a form of two-factor authentication (2FA) that enhances security by sending a unique,

SMS / Phone One-Time Passcode (SMS OTP : : . : : : :
/ ( ) automatically generated numeric or alphanumeric string of characters to a user's mobile device via text message.

Social engineering and scam detection involves rules-based or machine-learning models configured to identify customer behavior indicative of social
engineering. Social engineering involves manipulating individuals to divulge sensitive information or perform actions that aid fraudsters in gaining
unauthorized access to data or systems. Scam detection refers to identifying and preventing fraudulent schemes to deceive individuals into providing
personal information or financial assets.

Social Engineering and Scam Detection

@ & 6 & 6 G

@ High Demand

@A)
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Product Capabilities Definitions: Medium Demand

Demand

Product Capabilities

Definition

()

® & 66 6 6

Behavioral Biometrics

Device Risk Scoring

Location Intelligence

Proxy And VPN Detection

SIM Swap Detection

Time-based One-Time Passcode (TOTP)

@ Medium Demand

@A)

Liminal.

Behavioral biometrics identifies individuals based on their unique behavior patterns, particularly in human-computer interaction. Unlike physical
biometrics, which rely on innate physical characteristics like fingerprints or iris patterns, behavioral biometrics focuses on patterns that emerge from
a person'’s natural interactions and activities, such as typing rhythm, mouse movements, gait, and voice dynamics.

Device risk scoring is a subcategory of risk scoring that assesses the trustworthiness of a device. By analyzing various factors related to the device,
such as IP address, device fingerprint, and location, businesses can assign risk scores to transactions or users, enabling them to make informed
decisions on whether to approve, review, or reject transactions based on the likelihood of fraud.

Location intelligence leverages geolocation data to understand user behavior, deliver personalized services, and enhance marketing strategies based
on real-time location information.

Proxy and VPN Detection refers to the methods and technologies used to identify whether a user connects to a service or network through a proxy
server or a Virtual Private Network (VPN).

SIM Swap Detection is a security process used to identify and prevent SIM swap fraud, a type of identity theft where a fraudster manages to transfer
a victim's phone number to a new SIM card they control.

A time-based one-time passcode (TOTP) is an algorithmically generated temporary passcode, most commonly used as a secondary factor for multi-
factor authentication. TOTPs can be generated by dedicated hardware tokens, websites, or mobile applications.

Appendix

40


https://www.Liminal.co

Product Capabilities Definitions: Low Demand

Demand

Product Capabilities

Definition

®

© o0 o0 o 00 O

@ Low Demand

@A)
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Behavior Analytics

Bot Detection

FIDO2 Authentication

Knowledge-Based Authentication

Magic Links

Signal Sharing Network

User Risk Scoring

Hlink

by Liminal

Behavioral analytics is a data analysis process focusing on understanding how users interact with systems and applications to detect unusual behaviors
that may indicate security threats or unauthorized activities. It tracks and analyzes a wide range of user activities - from account creation and form
submissions to purchasing behavior - to glean insights into user preferences, habits, and intentions.

Bot detection involves identifying entities or individuals that mimic user behavior, such as bots, malware, or rogue applications. These may evade
traditional security tools by blending with regular user activities like browsing the web or sending emails. It also refers to analyzing traffic to a website,
mobile application, or API to detect and block malicious bots.

FIDOZ2 is an open authentication standard developed by the FIDO Alliance, an industry standards association dedicated to addressing the limitations
of traditional password-based authentication. FIDO2 authentication utilizes device-stored credentials that are immune from phishing and brute-force
attacks.

Knowledge-based authentication (KBA) is used for identity verification by asking personal questions about the account owner. (e.g., “What was the
name of your first pet?”)

Magic links are a one-time use link sent to the customer during the authentication process, enabling passwordless authentication.

Signal-sharing networks (or consortiums) are collaborative platforms where businesses share real-time fraud risk signals and intelligence to enhance
fraud prevention strategies. These networks enable communication between organizations to share information regarding trusted users and bad actors.

User risk scoring in fraud detection is a critical tool that evaluates the likelihood of a user’s behavior indicative of fraudulent activity.
This process involves analyzing various data points and behaviors, such as transaction history, login patterns, and device usage, to assign a risk
score to each user.
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Passwordless Feature Definitions

Product Capabilities Definition

Device-Based Passkeys are stored locally on a user's device and use biometric or PIN-based authentication, eliminating the need for passwords. Cloud-

Device B I B Passk : : . . : : : : L
evice Based / Cloud Based Passkeys Based Passkeys are stored in the cloud, enabling synchronization and access across multiple devices with protection through multi-factor authentication.

QR Code Authentication is a method where users scan a QR code with their mobile device to authenticate and gain access to an account or service,

QR Code Authentication : : ..
typically leveraging the camera and secure apps for verification.

WebAuthn is a web standard that enables secure, passwordless authentication using public key cryptography, allowing users to log in to online services

WebAuthn : :
eb security keys or other authenticators.

@A)

Liminal. #link Appendix 42


https://www.Liminal.co

Exceptional, Excellent, Strong Scoring Buckets Definitions

Scoring Buckets Definition

Vendors in this category represent the pinnacle of performance in the market and are in the top quartile among leading vendors for specific criteria.
They not only meet all industry standards but also significantly exceed them. Exceptional vendors demonstrate advanced technological capabilities,
comprehensive coverage, innovative solutions, and extraordinary customer service.

Vendors rated as excellent provide very strong services that go beyond the basic fulfillment of criteria and are in the second quartile among leading
profiles for specific criteria. They showcase high levels of proficiency and reliability in their solutions and customer support. These vendors are

Excellent recognized for their robust feature sets, comprehensive integrations, and effective detection and reporting capabilities. While they may not reach the
pinnacle of the Exceptional category, their performance significantly enhances customer authentication processes.

Vendors classified as strong adequately meet the established criteria necessary for effective customer authentication and are in the fourth quartile

among top vendors (though perform better than vendors who did not make our final list). They provide solid, dependable technology and support.
Strong These vendors offer functional and effective solutions that satisfy basic requirements for authentication and risk detection. While they may lack the

cutting-edge features of higher-ranked vendors, their services are competent and reliable for organizations looking to authenticate their customers.
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Link Index Methodology: Product

Product Criteria Weighting Definition Why It Matters
Product Capabilit 40.0% The completeness of a vendor's product capabilities at solving ATO Companies with more in-demand product capabilities are better at solving
roduct Lapability o7 prevention in banking based on buyer demand. ATO prevention.
, , e : : - A vendor who satisfies its customers is more likely to retain and increase
Buyer Satisfaction 15.0% How satisfied customers report being when using a specific vendor. their customer base.
. . : L : Accurate solutions effectively decrease the amount of fraud losses
Accuracy 17.5% The ability to identify bad actors with high effectiveness. without false positives.
, . : Solutions that are easy to implement can be more easily adopted and will
Product Integration 10.0% How easy a solution is to deploy / integrate for buyers. be able to capture more of the market.
The dedree of customization available in a solution. such as adiusting risk- Banks want to be able to fine tune ATO solutions to most effectively cater
Customization 10.0% scorin gmodels confiauring rules. and setting u a'Ierts/notifi Jti o 9 to their risk posture and customer flows to effectively provide security
9 ' guring ' g up cations. while limiting friction.
Scalability 759 The ability to defend against high volumes of ATO attempts while Vendors with scalable solutions will be able to capture bigger customers
. [0}
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maintaining effectiveness.

and, therefore, service more of the market.
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Link Index Methodology: Strategy

Product Criteria Weighting Definition Why It Matters
User E . 30.0% The ability of a vendor to provide ATO protection while also ensuring a Banking users want to feel like their account is adequately protected while
ser Experience V7 seamless user experience for consumers. avoiding considerable friction.

Banks want to find highly effective solutions but also want to stay

Cost 25.0% The ability to offer cost-effective solutions for ATO prevention in banking. within budget

Behavioral signals refer to patterns and characteristics of user behavior

: . o that are monitored and analyzed to detect fraudulent activities. Vendors Behavioral signals provide highly sophisticated fraud detection leveraging
Behavioral Capabillities 25.0% with strong behavioral capabilities offer capabilities such as behavioral passive signals, ensuring strong user experience paired security.
biometrics, behavioral analytics, and bot detection.
Passwordless Authentication is a method of verifying a user without requiring
. o a traditional password, instead relying on alternative methods. Vendors with Passwordless Authentication is a method of verifying a user without
Passwordless Authentication 20.0% passwordless authentication offer WebAuthn, QR code authentication, and requiring a traditional password, instead relying on alternative methods.

device-based / code-based passkeys for ATO prevention.

2
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Link Index Methodology: Market Presence

Market Criteria Weighting Definition Why It Matters
Brand Awareness 25.0% The amount of buyers that are aware of a vendor. Well-known vendors are better suited to capture more market share.
Market Leadership 30.0% The number of buyers who believe this vendor is a market leader. \r;ear;ggtrssrl](:roewn as market leaders are better suited to capture more
, . The sh £ th ket that ticul d Vendors that process large numbers of transactions for large clients will

Market Penetration 25.0% e share of the market that uses a particular vendor. yield higher market penetration

, . A large company has the stability and bandwidth to take on bigger clients
Company Size 10.0% The total employee headcount of a company. and drive larger revenues.
Employee Growth 10.0% How fast a company's employee count is growing (YoY). A growing company means it has strong prospects for revenue growth

@A)
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and will be a more formidable player in the market.
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ROI Calculations

Reduction in Fraud Losses Reduction of Operation Costs

Metric Value Source Metric Value Source

Number of successful fraud incidents using poor solution 133,633.33 Buyer Demand Survey Total number of employees required per ATO with poor solution 3 Assumption

o, of successful fraud incidents related to ATO 33.50% ?ﬁggﬁ{ezfglind Survey Employee time (hours) spent per ATO with poor solution 6.10 Buyer Demand Survey

Number of ATO incidents using poor solution 44,767 Calculation Cost of employee per hour $21.29 Indeed

Average loss per ATO incident using poor solution $13,400.00 Buyer Demand Survey Total cost of team using a poor solution $389.61 Calculation

Poor solution fraud losses $599,880,033.33 Calculation

Average customer base of those using a poor solution 36,700,000 Buyer Demand Survey Total number of employees required per ATO with strong solution 3 Assumption

Average fraud loss per customer $16.35 Calculation Employee time (hours) spent per ATO with strong solution 5.69 Buyer Demand Survey
Cost of employee per hour $21.29 Indeed

Number of successful fraud incidents using strong solution 76,913.65 Buyer Demand Survey Total cost of team using a strong solution $363.65 Calculation

% of successful fraud incidents related to ATO 20.94% _Bmlljeﬁtred[):ergjend survey

Number of ATO incidents using strong solution 16109 Calculation Reduction of Operational Costs with a Strong Solution $25.96 Calculation

Average loss per ATO incident using strong solution $6,430.50 Buyer Demand Survey

Strong solution fraud losses $103,589,797.00 Buyer Demand Survey

Customer Retention Savings

Liminal.

Average customer base of those using a poor solution 26,498,889 Buyer Demand Survey .
Metric Value Source
Average fraud loss per customer $3.91 Calculation
% of customer abandonment poor solution 19.80% Buyer Demand Survey
Reduction in Fraud Losses per Customer $12.44 Calculation % of customer abandonment good solution 15.14% Buyer Demand Survey
Average customer lifetime value $4,500 Forbes
Customer base 1 Placeholder number
Customer Retention Savings per Customer $210 Calculation
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Link

Through our proprietary database, e Specialized Data on Companies,
Link, we monitor thousands of Products, Regulations, and more
companies and products across e Market and Buyer’s Guides

the digital landscape. Our insights
allow us to predict and understand
trends before they happen.

Paid and free access e Market Sizing

options available. e Competitive Battlecards

e Benchmarking Reports

e Qutside-in Research

Membership

Liminal is your trusted partner. e Analyst Access
As a member, you have unparalleled
access to our team and extended
network of industry experts. e Private Events
Our deep domain experience e Expert Network
provides us with the ability to
remain on-call and to provide
you with market intelligence e Ad hoc Support
when opportunity strikes.

Executive Summits

e Virtual Workshops

Advisory

We advise the world’'s most e Market Intelligence
innovative leaders on building,

buying, and investing in the next
generation of integrated digital e M&A and Commercial Due Diligence

e Business and Corporate Strategy

identity technologies.
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